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L
et’s see – the Russians apparently hacked the 
Democratic National Committee’s website and 
Donald Trump is encouraging them to see if they 
can hack government servers to discover some of 

Hillary Clinton’s “missing” emails. The Russians also hacked 
JPMorgan Chase & Co.’s servers, causing the bank to increase 
its digital security staff to more than 1,000 people and to build 
a security facility close to the National Security Agency’s 
headquarters in Maryland.

If the Russians can hack the Democratic National Committee 
and a massive financial institution, what are law firms supposed 
to do? The answer is to act reasonably to protect their data 
because it is hackers searching for credit card and Social 
Security numbers who are far more likely to try to hack into the 
average business. In this article, I will focus on two methods 
of security that every attorney (really everyone who uses the 
Internet) should be using: strong passwords and two-factor 
authentication.

STRONG PASSWORDS

SplashData, a provider of password management applications, 
released its list of the “25 Worst Passwords of 2015,” (https://
www.teamsid.com/worst-passwords-2015/). The list contained 
few surprises for those who follow this esoterica, but for the 
average Internet user it served as a reminder that thieves can 
easily access your data by simply trying one of these passwords:

Before you deny using any of these passwords, thereby 
thinking that you are “safe” from hackers, consider that 
Sharon Nelson and John Simek, legal security experts, note 
that a cybercriminal can crack an eight-character password in 
less than two hours with today’s software. On the other hand, 
it would take 17,134 years to crack a 12-character password. 
This means that these criminals are highly unlikely to devote 

1. 123456
2. password
3. 12345678
4. qwerty
5. 12345
6. 123456789
7. football
8. 1234
9. 1234567

10. baseball
11. welcome
12. 1234567890
13. abc123
14. 111111
15. 1qaz2wsx
16. dragon
17. master
18. monkey

19. letmein
20. login
21. princess
22. qwertyuiop
23. solo
24. passw0rd
25. starwars
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the time needed to break a 12-character 
password, when “there are just too many 
folks out there asking for their security to 
be violated with less-secure passwords.”

So what do you do? Use a strong 
password, preferably one at least 12 
characters long, although Microsoft 
continues to recommend that strong 
passwords be a minimum of only eight 
characters. According to Microsoft a 
strong password:

�  Is at least eight characters long;
�  Doesn't contain your user name, real 

name or company name;
�  Doesn't contain a complete word;
�  Is significantly different from 

previous passwords; and,
�  Contains uppercase letters, 

lowercase letters, numbers and 
symbols.

Simek and Nelson use 
“I’msickofLindsayLohan!” as an 
example of a strong password, 
noting that it is easy to remember 
but sufficiently complex to fool a 
cyberthief. Other examples might 
be “IH8tousePasswords!” or 
“TheCowboysStink!” These types of 
passwords are easier to remember than 
random characters, and are hard, if not 
virtually impossible, to crack.

You could also use a password manager 
program, such as RoboForm (http://
www.roboform.com), Dashlane (http://
www.dashlane.com/password-manager) 
or LastPass (http://www.lastpass.com). 
These programs allow you to save and 
retrieve all your passwords. Some are 
standalone products, while others work 

on multiple platforms, such as your 
computers, phones and tablets. I use 
RoboForm Everywhere, that for $9.95 
per year provides unlimited access to 
all your RoboForm data on multiple 
computers, USBs, tablets and mobile 
devices. It also synchronizes my data 
from each device, so that a change on 
one device is synchronized on all other 
devices. 

Another option, in addition 
to using strong passwords and a 
password manager is to use two-factor 
authentication.

2-FACTOR AUTHENTICATION

Most websites use passwords 
for authentication (a single factor - 
something only the user knows). One 
of the most common ways websites and 
other services have sought to provide 
enhanced security is through the use 
of Universal Second Factor (U2F) 
Authentication, also known as Two-
Factor Authentication (2FA). Different 
from encryption, which encodes data 
so that it can be read only by the sender 
and the intended recipient, U2F adds 
a second level of authentication to an 
account when a user logs on, making it 
more difficult to hack. 

For example, a user who only enters 
her username and password is using 
single-factor authentication. With 2FA, 
that same user must provide two types of 
identification from separate categories 
of credentials; one is often a physical 
token, such as a card something only 
the user has in their possession, while 
the other is generally a security code, 

New Online Bar Elections 
Begin Nov. 21
For the first time in history the 
Philadelphia Bar Association will 
conduct voting for elected offices 
online. Mail-in paper ballots and 
traditional in-person voting will be 
eliminated, bringing down costs and 
freeing up resources. 
A resolution to amend Article IV of the 
Association bylaws relating to elections 
was adopted at the March 31, 2016 
Board of Governors meeting and voted 
in by members at the Quarterly Meeting 
on June 22, 2016 at the Hyatt at the 
Bellevue. 
Online voting for the 2016 elections for 
Board of Governors and Young Lawyers 
Division Executive Committee begins 
on Nov. 21, 2016 and each Association 
member in good standing will receive 
an email with instructions on the new 
online voting procedures. 
Additionally, computers will be set up 
at the Association, and staff will be 
available to assist members in this new 
and exciting election process. For the 
full resolution and amended bylaws, 
visit www.PhiladelphiaBar.org.

Doxly Making Great Strides 
Since Launch
Doxly, the recently 
launched legal transaction 
management software 
platform, is now being used in multiple 
cities across the U.S. and in different 
industries, including the venture capital 
and legal sectors.  
In mid-September, Doxly captured 
$2.25 million in funding from leading 
investors including Dentons, the 
world’s largest law firm based out of 
London. Later this year, the company 
will premier its transaction management 
platform with Dentons as a customer.
“Since Doxly’s launch out of High 
Alpha Studio, the company has made 
tremendous strides advancing their 
product, team and sales,” said Kristian 
Andersen, partner at High Alpha. 
“The investment from Nextlaw Labs, 
coupled with the addition of Dentons 
as a customer, really validates Doxly’s 
value proposition and underscores 
the magnitude of the opportunity  
before them.”

Tech   BRIEFS
Simek and Nelson use “I’msickofLindsayLohan!” 

as an example of a strong password, noting 
that it is easy to remember but sufficiently 

complex to fool a cyberthief. Other 
examples might be “IH8tousePasswords!” or 

“TheCowboysStink!” These types of passwords 
are easier to remember than random 

characters, and are hard, if not  
virtually impossible, to crack.
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something only the user knows.
Many websites and services are U2F-compliant, including 

Google, Dropbox and WordPress. Windows 10 also includes 
support for U2F. In fact, you probably use it every day in your 
non-tech life. When you swipe a credit card at a gas station and 
have to enter your zip code, that’s two-factor authentication, as 
is the requirement to use a passcode with some chip-enabled 
credit cards.

2FA adds an extra step to the log-in process. Depending upon 
how the website has implemented 2FA, using it can be a minor 
inconvenience or a major pain. Much also depends on your 
patience and your willingness to spend the extra time to ensure 
a higher level of security.

But in the end, using 2FA helps prevent cybercriminals from 
hacking your accounts and from stealing your identity. Not to 

mention any client data that may be stored on such places as 
Dropbox and other sites.

In short, law firms cannot ignore the need to protect client and 
other data. At a minimum, using strong passwords and 2FA is a 
good starting point. There are many resources that help explain 
the need for enhanced online security in geek-free language, 
such as “Encryption Made Simple for Lawyers” by David Ries, 
John Simek and Sharon Nelson, which is available from the 
American Bar Association. Regardless, take the time to keep 
your information secure; it really is the least you can do. 

Daniel J. Siegel, (dan@danieljsiegel.com) principal in the Law 
Offices of Daniel J. Siegel, is a member of the Editorial Board of 
The Philadelphia Lawyer. He is also the president of Integrated 
Technology Services LLC.

2FA adds an extra step to the log-in process. Depending upon how the 
website has implemented 2FA, using it can be a minor inconvenience or a 
major pain. Much also depends on your patience and your willingness to 

spend the extra time to ensure a higher level of security.
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NEST AND ECOBEE ARE TWO SMART THERMOSTATS THAT WILL HELP SAVE ENERGY, 
AND IN RETURN, WILL DECREASE ELECTRICITY BILLS. They both are designed to adjust 
to a homeowner’s lifestyle, daily schedule and temperature preferences by using geofencing and 
motion detection. They can also be operated on-the-go with a smartphone. However, the way they 
obtain data slightly differs. Nest tracks the frequent temperature the user will set and automatically 
adjust the heat accordingly. Ecobee3, however, is great for larger houses because it requires remote 
sensors to be placed in separate rooms in order to measure preferred temperature throughout  
a home.

Tech  
UPDATE

FEATURES NEST ECOBEE3

TOUCHSCREEN NO YES

OPERATING PATTERNS
TRACKS THE TEMPERATURES YOU 
TEND TO SET AND USES THE DATA 
TO AUTOMATICALLY ADJUST THE 
TEMPERATURE ACCORDINGLY

USES A SYSTEM OF REMOTE SENSORS 
AROUND YOUR HOME TO CHECK THE 
TEMPERATURE PER ROOM 

COMPATIBLE WITH IFTTT, WINK, INSTEON, ADT PULSE, 
VIVINT, SIMPLISAFE, SCOUT

APPLE HOMEKIT, IFTTT, WINK, 
SMARTTHINGS

DIMENSIONS 3.3” X 3.3” X 1.21” 3.93” X 3.93” X 0.9”

SCREEN SIZE CIRCULAR: 2.08” DIAMETER SQUARED: 3.5” X 3.5”

PRICE $250 $250

Ecobee3Nest


