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I recently received a postcard in the 
mail. In addition to my address, 
the front of the postcard was 
stamped “CONFIDENTIAL.” 

I looked at the card and laughed, then 
showed it to my family, and we all 
remarked how ridiculous it is to claim 
that the contents of a postcard could be 
private or confidential. 

The postcard also reminded me of a 
quote about email that I have been citing 
in CLEs and other presentations for more 
than a decade: “It is quick, convenient, 
cheap... and is as unprivate as it could 
be while being so quick, convenient, and 
cheap. Email is as public as a postcard! 
Every message you send through the 
Internet can easily be snatched and 
scanned for interesting details by 
anyone having the necessary know-how. 
Privacy is virtually nonexistent online.” 
Although the quote no longer appears on 
the website, www.emailprivacy.info, it 
remains true. 

Despite my attempts to caution 
attendees about the dangers of 
communicating using email in a manner 
that did assure that the contents of their 
communications were secure, I believe 
that most ignored my warnings.

In the interim, I authored “Think 
Your Email is Secure? Think Again,” 
which was the cover article in the Spring 
2014 issue of this magazine. The article 
focused on the revised Comment to 
Pennsylvania Rules of Professional 
Conduct 1.1, that stated “To maintain 
the requisite knowledge and skill, a 
lawyer should keep abreast of changes 
in the law and its practice, including 
the benefits and risks associated with 
relevant technology.” I also highlighted 
the dangers of using free email services, 
and explained that in my opinion lawyers 
have an ethical obligation to assure that 
their communications with clients and 
others are secure from prying eyes.

Despite this attempt to warn readers 
about the dangers of communicating 
using email in a manner that did assure 
that the contents of their communications 
were secure, I believe that most ignored 
my warnings.

Now, let’s take a quick test. How many 
of you have confirmed that your email 
communications – and any attachments 
– are encrypted, i.e., they are secure from 
prying eyes? To accomplish this, all you 
had to do was either check the settings on 
your email account or switch to an email 
provider that encrypts all of your email. 
I would be surprised if most of you even 

checked your email settings.
Let’s fast forward to 2017, a decade 

since my first presentations about the 
dangers of sending unsecured email, 
and Formal Opinion 477R* from the 
American Bar Association Standing 
Committee on Ethics and Professional 
Responsibility, issued on May 22, 
2017. In the Opinion, the Committee 
opined that “A lawyer generally may 
transmit information relating to the 
representation of a client over the 
internet without violating the Model 
Rules of Professional Conduct where 
the lawyer has undertaken reasonable 
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efforts to prevent inadvertent or 
unauthorized access. However, a lawyer 
may be required to take special security 
precautions to protect against the 
inadvertent or unauthorized disclosure 
of client information when required by 
an agreement with the client or by law, 
or when the nature of the information 
requires a higher degree of security.” 
(emphasis supplied)

In other words, lawyers can no longer 
stick their heads in the sand and ignore 
their ethical obligations to assure that 
their electronic communications are 
no longer as insecure as the postcard I 
received.

The Opinion provides practical 
guidance about the factors lawyers 
should consider when determining when 
to employ additional security measures:

•  “the sensitivity of the information, 
•  “the likelihood of disclosure if 

additional safeguards are not 
employed, 

•  “the cost of employing additional 
safeguards, 

•  the difficulty of implementing the 
safeguards, and 

•  “the extent to which the safeguards 
adversely affect the lawyer’s ability 
to represent clients (e.g., by making a 
device or important piece of software 
excessively difficult to use).”

Once a lawyer analyzes these factors, 
he or she must determine when to 
use strong protective measures, like 
encryption. The Opinion notes that in 
certain “circumstances, the lawyer may 
need to obtain informed consent from the 
client regarding whether to use enhanced 

security measures, the costs involved, and 
the impact of those costs on the expense 
of the representation where nonstandard 
and not easily available or affordable 
security methods may be required or 
requested by the client. Reasonable 
efforts, as it pertains to certain highly 
sensitive information, might require 
avoiding the use of electronic methods 
or any technology to communicate with 
the client altogether… In contrast, for 
matters of normal or low sensitivity, 
standard security methods with low to 
reasonable costs to implement, may be 
sufficient to meet the reasonable-efforts 
standard to protect client information 
from inadvertent and unauthorized 
disclosure.”

Although ABA Opinions are not 
binding upon individual lawyers, they 
provide global guidance for the bar, 
and state and local ethics committees 
that often adopt those opinions or base 
guidance they provide on such Opinions. 
More importantly, these Opinions 
provide guidance about “best practices.” 
Any lawyer who communicates with 
clients or others using email – and is 
there a lawyer who doesn’t? – should 
read Formal Opinion 477R and – finally 
– take the appropriate steps to secure 
their electronic communications.

 
* https://www.americanbar.org/content/
dam/aba/administrative/professional_
responsibility/aba_formal_opinion_477.
authcheckdam.pdf
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In other words, lawyers can no longer  
stick their heads in the sand and ignore their ethical 

obligations to assure that their electronic communications are 
no longer as insecure as the postcard I received.


