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R
oughly 75 percent of 
consumers use duplicate 
passwords, many of which 
have not been changed 

in five years or more, according to a 
survey by Telesign,* a company that 
works with businesses to secure their 
users’ accounts. Of the people surveyed, 
about 40 percent admitted to having “a 
security incident,” that is, an account 
hacked, a password stolen or a notice 
received that personal information had 
been compromised, within the past 
year. Reduced to its core, the study 
confirms that using passwords such as 
“password” or “abc123” is no longer 
safe or sufficient. 

Still not convinced about the need for 
stronger passwords? A visit to Have I 
Been Pwned? (https://haveibeenpwned.
com/), a website created by Troy Hunt, a 
blogger and Microsoft regional director, 
could change a few minds. The site, 
which defines “pwned” as having an 
account that’s been compromised in 
a data breach, allows visitors to input 
their email address or username to 
determine if it has been compromised 
in a data breach. As of August 2017, 
the site catalogued 227 pwned sites, 
encompassing 3,914,073,118 accounts, 
or nearly 12 accounts breached for every 
person living in the U.S. And these are 
just results from large sites that have 
reported breaches, not all of them.  

If these statistics are not frightening 
enough, consider the challenge of 
creating passwords that are sufficiently 

complex to withstand brute forcing, a 
technique by which hackers use software 
and high-speed computers to rapidly 
generate random passwords. According 
to researchers at the Georgia Tech 
Research Institute, using brute forcing, 
hackers can crack eight-character 
passwords in less than two hours. Using 
the same process, however, researchers 
estimated that it would take 17,134 
years to break a 12-character password. 

The most common lament about 
using strong passwords is that they are 
challenging to remember especially 

if users must create different ones for 
every website into which they login. As 
a result, and to avoid dealing with this 
problem, many users either use simple-
to-crack passwords or use the same 
password for every website they access. 
They assume, incorrectly, that their 
passwords will never be hacked. 

While these studies did not focus 
on lawyers directly, it is reasonable to 
assume that the statistics are similar. 
But there is a difference. Lawyers have 
an ethical obligation to keep client 
information confidential, and a breach 
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could be disastrous. One of the easiest 
ways to prevent a data/confidentiality 
breach is to use strong passwords to 
access your firm’s network or any 
website that stores client or other 
confidential or important information. 

Lawyers and law firms must heed the 
warning signs and use strong passwords 
that:

•  Are at least 12 characters long; 
•  Contain at least three of the following 

types of characters:
 o  Upper case letters (e.g., A-Z);
 o  Lower case letters (e.g., a-z);
 o  Numeric (e.g., 0-9);
 o  Special characters (e.g., @, !, $ 

or %);
•  Must be changed every 120 days; 

and
•  Are different for every website 

you visit so that if one password 
is hacked, the hacker cannot use it 
on other sites merely by going to 
different websites and attempting to 
login.

Because remembering so many strong 
passwords is a challenge, I recommend 
using a password manager, which is 
a program that can generate and store 
passwords. The following are among the 
most popular password managers. Each 
will work on your PC as well as your 
Android or iPhone smartphone and all 
do so in a secure/encrypted environment. 
Of course, these products are only as 
strong as the password you use for them, 

so be sure it is secure.
1PASSWORD 

(1PASSWORD.COM/)

This product stores passwords, 
account numbers and other important 
information. To help create a master 
password for any of the apps listed here, 
1Password has some suggestions on how 
to create a strong master password.

DASHLANE 

(WWW.DASHLANE.COM/)

Dashlane lets you automatically 
generate and save new passwords. It 
also stores logins, credit cards and 
other personal information and will 
autofill information on websites (like 
RoboForm). Dashlane also uses a 
website’s actual logo, making it easier to 
find the site.

KEEPASS 

(KEEPASS.INFO/)

KeePass offers many features common 
to other programs. It also boasts that it 
prevents passwords from being edited 
in a manner other programs do not. 
KeePass also allows users to export their 
passwords in generic formats, a feature 
not available in all programs.

KEEPER 

(KEEPERSECURITY.COM/)

Keeper’s interface places login buttons 
at the top of the screen, making it easier 
to enter information. It also has a vault-
to-vault sharing feature that allows you 
to share information with others.

Save, Share, Search and 
Manage Notes in the Cloud 
With Evernote

Evernote is giving Google Keep and 
Microsoft OneNote a run for their 
money in the world of digital note-
taking. Evernote is a tool that allows 
users to capture a note or memo in 
any format (web clip of a product, 
service review for reference, photo 
of a business receipt, audio file, text 
meeting or handwritten notes) and 
make it accessible and searchable on 
any mobile device.  

With Evernote, you can use as few or as 
many of the advanced note management 
tools as you would like, with a variety 
of them offered for free. Businesses and 
firms of all sizes can easily and securely 
create electronic signatures in addition 
to sending and managing documents. 
On top of text notes, users can also 
store images in Evernote with text 
included. It gives the option to either 
upload an image from a computer or 
snap one with a mobile device. Users 
also can upload PDF files, maintain 
links and archives of websites and 
record audio notes. 

Evernote is compatible with Android, 
BlackBerry, iOS, Kindle Fire, Mac 
and Windows, and works on the idea 
of having one or more electronic 
notebooks. Evernote is an ideal research 
tool for anyone who needs to produce 
scholarly references or citations. It 
also allows users to remain synced to 
local storage and refer to content while 
offline. 
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LASTPASS 

(WWW.LASTPASS.COM/)

LastPass is one of the oldest and most 
popular password managers. It has an 
easy-to-use interface that makes creating, 
saving and retrieving passwords easy. In 
addition, it encrypts user data on both 
the user’s local computer or device as 
well as in the program’s master vault.

ROBOFORM 

(WWW.ROBOFORM.COM/)

RoboForm has more features than 
some of its competitors. The program: 

•  Allows users to automatically login 
to accounts; 

•  Has a mobile browser that eliminates 
the need to switch from the app to 
another mobile browser; 

•  Has an excellent password generator; 
•  Stores personal data that can be used 

to fill in online forms with one click; 
and 

•  Will autofill and login to selected 
sites. 
MSECURE (HTTPS://WWW.

MSECURE.COM/)

MSecure is highly customizable, and 
stores logins in folders to make it easier 
to locate them. It also has a password 
generator that offers multiple options to 
comply with password requirements that 
differ among websites.

Regardless of whether you store your 
data using a password manager program, 
or using your memory, you should use 

strong passwords and not use the same 
passwords on all your logins. 

*https://www.telesign.com/resources/
research-and-reports/telesign-consumer-
account-security-report/
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Because remembering so many strong passwords is a challenge,  
I recommend using a password manager,  

which is a program that can generate and store passwords. 
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WHETHER YOU ARE BILLING FLAT FEES, HOURLY OR VALUE BILLING, BILLING IS 
ALWAYS A NECESSARY EVIL. At the end of the day, if you do not bill your clients, you will not 
get paid. Among the many available options of billing software, Bill4Time and The Legal Assistant 
have consistently been the front runners. 
Bill4Time is a web-based time-billing software specifically designed for lawyers, consultants, 
entrepreneurs and freelancing professionals. Some of the features include time and expense 
tracking, project and client management and the ability to invoice. Bill4Time’s leading competitor 
is The Legal Assistant, a cloud-based law practice management software. The Legal Assistant has 
similar features including task management, email and fax integration and calendars. The biggest 
difference between the two products is the fact that Bill4Time offers a monthly package that is 
substantially cheaper than those offered by The Legal Assistant. Both products have been highly 
successful, yet Bill4Time has a slightly higher user-satisfaction rating. 

Tech  
UPDATE

FEATURES BILL4TIME THE LEGAL ASSISTANT

USER SATISFACTION 100% 97%

COMPATIBILITY WINDOWS & APPLE IOS WINDOWS & APPLE IOS

POPULAR CLIENTS SMALL/MEDIUM BUSINESSES,  
LARGE ENTERPRISES, FREELANCERS

SMALL/MEDIUM BUSINESSES, 
FREELANCERS

AREAS SUPPORTED USA, UK, INTERNATIONAL USA, UK

PRICE

$30/MONTH (LEGAL SOLO), 
$50/MONTH (LEGAL PRO), 
$100/MONTH (LEGAL 
ENTERPRISE)

$55/MONTH (ON-SITE VERSION, 
$63/MONTH (CLOUD VERSION) 

Bill4Time The Legal Assistant


