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Whether sharing center stage 
in the presidential elections 
or analyzed on countless 
political talk shows, the for-

eign policy of the United States is always a 
hot-button issue.  Often times, however, it 
is perceived as only affecting players on the 
international stage. But sanctions and em-
bargos have far-reaching domestic effects, 
ranging from what products consumers can 
purchase to the potential legal representa-
tion of foreign nationals 
or American citizens with 
substantial connections to 
foreign nationals.  

The Office of Foreign As-
set Control (OFAC) is a 
tool used by the Treasury 
Department as well as the 
Attorney General to en-
force the United States’ 
economic sanctions and 
political embargoes that 
have been levied against 
foreign nations. A few of 
these nations include Bur-
ma (Myanmar), Cuba, Iran 
and Sudan. In various formulations, OFAC 
has been in existence since 1950, when it 
was created by then-President Truman as 
a response to China’s involvement in the 
Korean War. President Truman blocked all 
of China’s assets that were subject to U.S. 
jurisdiction.

It is important that attorneys are aware of 
OFAC because undertaking representation 
of a foreign national without complying 
with government regulations could lead to 
serious criminal and civil penalties. 

Recently, this office was made aware of 
OFAC by a federal prosecutor at arraign-
ment, who indicated that the defendant had 
been placed on the Specially Designated 

Nationals (SDN) list. After receiving no-
tification, this office called the Treasury 
Department and inquired about the regis-
tration process. An OFAC representative 
discussed OFAC’s web site, www.treas.
gov/offices/enforcement/ofac/, which pro-
vided a link to the SDN list. This is a reg-
istry comprised of more than 6,000 indi-
viduals and companies that are connected 
with the sanctioned countries throughout 
the world.

Also listed are those reported to be con-
nected to terrorist groups and narcotics 
traffickers designated under non country-
specific programs. Those listed have their 
assets blocked, and all U.S. persons are 
prohibited from dealing with them without 
obtaining a license. Also on the web site 
are helpful links to other pertinent OFAC 
information such as how to apply for a li-
cense and potential civil and criminal pen-
alties. The OFAC representative explained 
that it takes three to six weeks for an ap-
plication to be processed, and a denial con-
stitutes final action by OFAC. Attorneys 
involved in representing clients designated 
as “kingpins” should consider the consti-
tutional ramifications of this Treasury De-
partment regulation.

Besides the potential clash with the Sixth 
Amendment – attorney-client privilege 
– OFAC may also run afoul of the Fifth 
Amendment and even the interstate com-
merce and freedom of contract clauses of 
the U.S. Constitution. The extent to which 
such regulations are a valid intervention 
into the criminal justice process and justi-
fied by national security interests will no 
doubt be the subject of future litigation.  

Attorneys who represent 
foreign nationals must 
constantly scan the SDN 
list. However, again, there 
may be serious Sixth 
Amendment concerns in-
volved with this federal 
regulation as it pertains to 
criminal defendants and 
their right to an attorney of 
their choice. 

Persons and entities who 
must comply with OFAC 
regulations include attor-
neys who are retained as 
counsel by a client on the 

SDN list (if they wish to be paid by the 
prospective client), American corporations 
wishing to enter into commercial contracts 
with foreign corporations, or foreign indi-
viduals who are on the SDN list. In order to 
comply with OFAC regulations, attorneys 
are required to request a license under 31 
C.F.R. § 501.801. 

A license authorizes the applicant to engage 
in a transaction that would otherwise have 
been prohibited by OFAC, such as entering 
into a commercial contract with an SDN-
listed individual or allowing the transfer 
of funds that would otherwise be blocked. 
There are two different types of licenses: 
a general license and a specific license. A 
general license authorizes a particular type 
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of transaction for a class of persons without the need to apply for 
a license. 

Those most affected by OFAC regulations such as prospective 
counsel and businesses would be applying for a specific license. 
A specific license is an authorization to a particular applicant that 
allows that individual person or entity to engage in an otherwise un-
authorized transaction. Specific licenses are limited to the particular 
applicant and the specified transaction. Attorneys are required to 
hold “specific licenses.”

Obtaining a license is relatively simple. In accordance with 31 
C.F.R. § 501.801, to obtain a license, a party must apply in writing 
to the OFAC licensing division. The letter should include neces-
sary information for the particular license application. 31 C.F.R. § 
501.801(b)(2) specifies which application is needed to allow the 
transfer of funds, including items such as retainer agreements. A 
detailed description of the proposed transaction and the names and 
addresses of the entities involved in the transaction are generally 
threshold requirements. 

Failure to comply with OFAC regulations can result in very seri-
ous criminal and civil repercussions. Criminal penalties can range 
from $50,000 to $10 million in fines and up to 30 years impris-
onment. Civil penalties carry severe 
consequences as well – the minimum 
civil penalty is $250,000 that may be 
increased up to $1.075 million for 
each violation. Failure to comply with 
OFAC regulations could potentially 
cripple a law firm.

Every transaction with a listed entity is 
subject to OFAC regulations; there is no minimum or maximum 
dollar amount that triggers OFAC compliance. This puts the onus 
on attorneys and those dealing with listed individuals because even 
a transaction involving an insignificant amount of money can lead 
to severe penalties. 

Approximately three weeks after sending a license request, this of-
fice received approval and was granted a license to receive com-
pensation for representation under 31 C.F.R. 501.801, as well as the 
Foreign Narcotics Kingpin Designation Act, 21 U.S.C. 1905(d). The 
license applies only to the specific client in the specific case, and 
the license remains subjected to the authority of the Foreign Narcot-
ics Kingpin Sanctions Regulations, 31 C.F.R. Part 598, the Foreign 
Narcotics Kingpin Designation Act, 21 U.S.C. §§ 1901-1908 and 8 
U.S.C. § 1182.

The particular license granted to this office is very straightforward 
and lays out in detail what the license authorizes. The license allows 
the office to receive compensation to represent their SDN listed cli-
ent under § 598.507(b)(1), (2), and (4) of the Foreign Narcotics 
Kingpin Sanctions Regulations, 31 C.F.R. Part 598. The license 
also requires that payment of legal fees must not originate from 
a source within the United States, or from any source outside the 

United States within the possession or control of a U.S. person other 
than the client, or from any entity or individual, other than the cli-
ent, whose property or interest in property are blocked.  

The license granted by the Department of the Treasury expires ap-
proximately two years after it is issued. It is non-transferable and 
can be revoked at any time at the discretion of the Secretary of the 
Treasury. If the license was issued as a result of willful misrepresen-
tation on the part of the applicant, the Secretary of the Treasury may 
declare it void from the date of its issuance or from any other date. 

The license subjects attorneys to the record keeping and reporting 
requirements of 31 C.F.R. §§ 501.601 and 501.602. This requires the 
attorney maintain full and accurate records concerning the transac-
tions allowed by the license for a period of five years from the date 
of each transaction. Additionally, the attorney is required to submit 
quarterly reports each calendar quarter to OFAC providing informa-
tion on the funds received pursuant to the license. The reports have 
to specify the source and the amount of funds received. 

Even if an attorney is granted a license to receive compensation for 
representation of a particular client, they must still be aware that the 
license does not affect criminal and civil liability in regards to other 
proceedings. Licenses are case, property and client-specific, so a 

different license may still be needed 
in order to receive compensation from 
another client or to unblock other 
funds without possible reprisal by the 
Department of the Treasury. 

While all attorneys need to be aware 
of OFAC, they must also be aware that 
compliance requires the truthful and 

accurate reporting and compliance with all other United States laws 
regarding taxes, money laundering and so-called 8300 processing. 
OFAC has the potential to be used against attorneys and their clients 
by the government and by attorneys and clients against each other. 
It is a dangerous area of the law fraught with peril at every turn.  
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Failure to comply with 
OFAC regulations could 

potentially cripple a 
law firm.
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