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W
hen last we explored 
the “cloud” in a 2011 
column, it was a 
relatively new and 

mysterious concept to many attorneys. 
They may have heard about it in 
seminars, or read about it in journals and 
magazines or viewed advertisements 
for services that promised to make their 
lives easier. Yet, despite the passage of 
nearly four years, many attorneys still 
claim that they are not using the cloud, 
but their perception is not reality. 

According to the American Bar 
Association 2014 Technology Survey, 
91 percent of attorneys use smartphones, 
those devices that are literally glued 
to our hands. Without the “cloud,” 
a smartphone would be about as 
intelligent as a stapler. Those same 
attorneys who believe they are not using 
the cloud probably do not realize that 
their Gmail accounts are, as were their 
AOL accounts, based in that mysterious 
cloud. 

Cloud computing continues to change 
how law firms of all sizes operate. In this 
column, I will address the current state 
of cloud computing, as well as the risks 
and benefits this technology presents.

Many people still ask, “What is the 
cloud?” The answer is relatively simple. 
Quinn Norton defined the concept in the 
September 2010 issue of Maximum PC, 
explaining that “Cloud computing is a 
fancy way of saying stuff’s not on your 
computer. It’s on a company’s server, 
or many servers, possibly all over the 

world. Your computer becomes just a 
way of getting to your stuff.” Norton 
further explained the “catch”: “When 
[y]our stuff is in the cloud, it’s not 
covered by the same laws about privacy 
and access by law enforcement that it is 
when it’s in our houses or on our own 
computer.”

While this definition sounds cynical, 
it is quite accurate. By storing your data 
in the “cloud,” you save money because 

your staff can use terminals or less 
expensive computers when accessing 
the cloud. But you have to be careful 
that your data is secure and protected 
from prying eyes and from inadvertent 
disclosure.

Thus, the most tangible benefit of the 
cloud for many firms is the reduction 
in overhead and the resultant reduction 
in hassle maintaining and/or upgrading 
their systems. Plus, there is often an 

The Cloud: Revisited and Debunked

BY DANIEL J. SIEGEL

For Attorneys, Ethical Concerns and the Dangers of  
Compromising Client Confidentiality are Quite Real



the philadelphia lawyer   Fall 2015 43

increased ease of access, because these 
web-based systems may generally be 
accessed at any time. 

Although cloud computing comes in 
many forms, law firms generally use 
it in two ways: SaaS (software as a 
system) or PaaS (platforms as a system), 
although most users will never know or 
understand the difference. Regardless of 
which category is used, if you are not 
careful, you may find yourself or your 
firm at the mercy of the cloud provider 
in terms of how your data is stored, how 
you access it and how secure it is.

Norton noted in her column that 
there are risks involved in using cloud 
computing: “[Y]our access to your data 
in the cloud is predicated on a terms 
and services contract that you clicked 
“agree” on without reading, which may 
give your cloud provider everything up 
to and including the right to extort your 
first born in exchange for access to your 
own data.”

For attorneys, the potential for, and 
dangers related to, compromising client 
confidentiality are quite real. That is 
why attorneys must take great care 
to assure that any data stored offsite 
remains confidential and not accessible 
to anyone other than those persons 
authorized by their firms.

Common forms of cloud computing 
include the array of smartphone apps and 
Office 365, Microsoft’s popular online 
version of its Office suite. Firms also 
use cloud computing for case and matter 
management, document management, 
collaboration, digital dictation services 
and time and billing services. For some 
firms, especially smaller firms without 
an onsite IT staff, the use of cloud 
computing allows them to focus more 
on practicing law because the cloud 
computing provider operates, updates 
and maintains the practice management 
software. In addition, many firms use 
the cloud either to store client data or 
to backup their data offsite. According 
to the ABA survey, 51 percent of solo 

practitioners, and 39 percent of all law 
firms use the cloud to backup their data.

But the use of cloud computing also 
raises ethical and practical concerns. 
First, attorneys have an ethical duty 
under the Rules of Professional Conduct 
to protect sensitive client data and to 
ensure that confidential data is preserved. 
Rule 1.6 reminds attorneys that they 
must “act competently to safeguard 
information relating to the representation 
of a client against unauthorized access 
by third parties and against inadvertent 
or unauthorized disclosure by the lawyer 
or other persons who are participating in 
the representation of the client or who are 
subject to the lawyer’s supervision.” It 
also notes that “The unauthorized access 
to, or the inadvertent or unauthorized 
disclosure of, information relating to 
the representation of a client does not 
constitute a violation of paragraph (c) if 
the lawyer has made reasonable efforts 
to prevent the access or disclosure.”

Finally, the comment outlines factors 
to be considered in determining the 
reasonableness of the attorney’s efforts, 
which “include, but are not limited to, 
the sensitivity of the information, the 
likelihood of disclosure if additional 
safeguards are not employed, the cost 
of employing additional safeguards, 
the difficulty of implementing the 
safeguards, and the extent to which the 
safeguards adversely affect the lawyer’s 
ability to represent clients (e.g., by 
making a device or important piece of 
software excessively difficult to use).” 

Thus, the question arises as to 
what are the ramifications of storing 
confidential client files via the cloud. 
Clearly, attorneys may store information 
in the cloud but only if the methods of 
transmission and storage are secure and 
protect against unauthorized access or 
disclosure. At a minimum, and in order 
to meet the standard of reasonable care, 
attorneys should:

•  Learn how cloud providers will 
handle the data entrusted to them;

Pay-as-you-go WIFI 
Simplicity with Karma Go 
As far as public WiFi 
goes, the spottiness of 
coverage and general lack 
of access makes having a 
portable hotspot, or MiFi, 
seem like a good idea. 
However, MiFis often 
require the user to purchase 
a data plan through a major 
carrier like AT&T or Verizon. Also, 
these plans usually charge a monthly 
fee, regardless as to how often the MiFi 
is used or how much data is consumed. 

Karma Go offers an innovative solution. 
It is essentially a MiFi without the data 
plan requirement. The Karma Go pack 
costs around $149, plus $14 for one 
gigabyte of memory. Users also have 
the option of buying five gigabytes of 
memory for $59 or 10 gigabytes for 
$99, on top of the cost for the hardware. 
What differentiates Karma Go from 
traditional data plans is that Karma 
Go plans are pay-as-you-go and the 
memory never expires. Additionally, 
a user can earn 100 megabytes of 
memory for every web surfer who signs 
on to Karma Go’s network through the 
user's device and sets up an account. 

Karma Go works off of the Sprint 
network which serves a smaller 
network than bigger carriers. However, 
its simplicity and pay-as-you-go plan 
options make it a worthy alternative to 
standard MiFis. 

PAeDOcket for iOS and 
Android
Pennsylvania courts have launched 
PAeDocket, a mobile app that enables 
users to quickly and simply search for 
court cases and dockets. Available in 
both Google Play and iTunes stores, 
PAeDocket can locate charges, court 
dates, upcoming hearings and case 
status.

With already over 3,000 users, 
PAeDocket holds a five-star rating. 
Searchable categories include case 
number; participant name; organization 
name; offense tracking number; police 
incident or complain number; and state 
ID number. The judiciary reminds users 
not to access the app while driving. 
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•  Include terms in the “terms of 
service” that require the provider 
to preserve confidentiality and the 
security of the data;

•  Include terms in the “terms of 
service” that require the provider 
to guarantee that, should data be 
removed or the contract terminated, 
that all confidential data will be 
destroyed in a method that assures 

that no other persons can access the 
data; and,

•  Confirm that all data will be stored 
in the U.S.

In the past, most attorneys did not have 
the leverage to have these terms included 
in their cloud computing agreements. In 
recent years, more and more providers 
have recognized the small- and mid-
size firm market and have included such 

terms in their agreements.
In addition, attorneys are fortunate to 

have ample ethical guidance to direct 
them. The American Bar Association 
Legal Technology Resource Center has 
compiled all of the ethical guidance from 
state bar associations so that attorneys 
can review the recommendations 
from all of the states in which they 
practice. Pennsylvania Bar Association 
Committee on Legal Ethics and 
Professional Responsibility Formal 
Opinion 2011-200 (“Ethical Obligations 
For Attorneys Using Cloud Computing/
Software As A Service While Fulfilling 
The Duties Of Confidentiality And 
Preservation Of Client Property”), of 
which I was a primary author, remains 
a leading opinion for Pennsylvania 
attorneys. If you practice in other 
states, the ABA Legal Technology 
Resource Center, located at http://www.
americanbar.org/groups/departments_
offices/legal_technology_resources/
resources/charts_fyis/cloud-ethics-
chart.html, provides links to all of the 
current guidance and helps even the 
most tech-averse attorneys understand 
the issues confronting them when using 
cloud computing services.

Cloud computing is changing how law 
firms operate, by reducing overhead and 
increasing productivity through easier 
access to and the use of collaborative 
tools (such as Google Docs) and other 
applications. It can also be a trap for 
the unwary if they merely contract 
with a vendor without conducting 
proper due diligence or reading the 
agreements they sign. With reasonable 
precautions, however, cloud computing 
is a valuable tool that attorneys should 
use to access software and store client 
data and, of course, access data on their  
smartphones.

Daniel J. Siegel (dan@danieljsiegel.com), 
the principal of the Law Offices of Daniel J. 
Siegel and president of Integrated Technology 
Services, LLC, is a member of the editorial 
board of The Philadelphia Lawyer.

The American Bar Association Legal Technology Resource Center  
has compiled all of the ethical guidance from state bar associations  

so that attorneys can review the recommendations from all of  
the states in which they practice.
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THE APPLE WATCH SPORT (38MM) AND THE LG G WATCH R ARE A COMPARABLE 
PAIR OF OPTIONS IN THE HOT SMARTWATCH MARKET. Both of these devices are slim and 
lightweight, part of what makes smartwatches so popular. Each one has touch screen functionality, 
will link to a smart phone and will measure the wearer’s heart rate with built-in monitors.  Selling 
in the $300-350 range, these examples fall mid-pack in terms of smartwatch pricing.

Tech  
UPDATE

FEATURES APPLE WATCH SPORT (38MM) LG G WATCH R

BATTERY LIFE 18 HOURS 2 DAYS

CASE MATERIAL ALUMINUM PLASTIC

DISPLAY RETINA P-OLED

PHONE COMPATIBILITY IOS ANDROID

HEART-RATE MONITOR ACTIVE STATIONARY

WEIGHT (OUNCES) 1.84 2.16

WI-FI YES NO

PRICE $350 $300

LG G Watch RApple Watch Sport (38mm)




