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TechnologyTechnology Technology

S 
martphones. That’s what 
we call those devices we 
carry around, including 
iPhones and Android-

based devices. You know all about 
them. They take great photographs, 
provide driving directions to just about 
everywhere, let you view and edit 
documents, track your appointments, 
have tons of fun games, provide a 
virtually 24/7 connection to the Internet 
and so much more. Oh, they are also 
phones, those quaint devices that you 
use make and receive calls from family, 
friends, your office and clients.

But—and this is a bigger “but” than 
most users want to acknowledge—these 
devices can be a portal for unscrupulous 
people to invade your privacy, not 
to mention the Googles, Apples and 
Verizons of the world. How? Through 
the apps that users install on them or 
download when they connect to WiFi 
networks.

One of the fun things about 
smartphones is that you can download 
and install lots of apps, the computer 
programs that make these handheld 
computers so enjoyable and addictive. 
Think about your smartphone. How 
many apps have you installed? Not just 
Gmail and the basic apps that might 
help you work more efficiently, but also 
the apps that are fun to use, like Candy 
Crush or Words With Friends? Do you 
know? Or are there too many to count?

And while we are on the subject, 
consider another question. How often do 
you log in to a wireless network, even 
though your phone told you it was not 

secure? 
So now that you admit that you 

have lots of apps installed on your 
smartphone, and that you use the device 
on unsecured networks, let’s go one step 
further. Do you also check the “I Agree” 
or similar box when you install the apps 
or connect to a WiFi network? 

I doubt that most, if any, readers of 
this column read all or part of the “Terms 
of Service” for the apps they install. And 
I don’t recall ever hearing anyone who 
has logged into an unsecure wireless 
network say they read the network’s 
terms of service. The reason why most 
people don’t read these terms is that we 
know reading them won’t matter, i.e., if 
you want to use the app or network, you 
have to say yes.

You are not alone. According to a 
2017 survey by Deloitte, “91% of people 

consent to legal terms and services 
conditions without reading them. For 
younger people, ages 18-34 the rate 
is even higher with 97% agreeing to 
conditions before reading.”1

It may seem inconsequential, or 
unnecessary, to read this information, but 
if you don’t know what the “terms” are, 
how can you know what you are agreeing 
to? Consider this example. Researchers 
at York University in Toronto and at the 
University of Connecticut created a fake 
social networking site called Name Drop, 
with a terms and services agreement that 
included the disclosure that users give 
up their first-born child as payment, 
and that anything users shared would be 
passed along to the NSA. Despite those 
terms, 98% of participants agreed.2

Or try Googling “pineapple Wi-
Fi” and you will learn about the “Wi-
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Fi” pineapple, a $199 device that is 
described as the “leading rogue access 
point.” In layman’s terms, that means it is 
designed to test the security of networks. 
However, unscrupulous users can use 
the device to mimic real networks. In 
other words, a hacker could create a 
network that “looks” legitimate, and 
then mine information, such as logins, 
passwords and other sensitive data, from 
users who access the network. The user 
doesn’t know what is happening, which 
is the beauty of a Pineapple. 

I don’t have to take researchers’ 
word for it. When I lecture about the 
importance of reading an app, program 
or a website’s terms of service, I ask 
how many attendees read them. The 
consistent answer is that no one has 
read them. Then I show them Google or 
Apple’s terms, and they act surprised.

No matter what the warnings say, 
users tend not to care and instead remain 
ignorant when they click the “I Agree” 
box that means they may be giving up 
the rights to their firstborn, or something 
as significant. Let’s turn to recent events, 
and all the news about FaceApp, an app 
that is either extremely dangerous, or 
potentially just an overhyped scam.

According to FaceApp’s website, 
it is a state-of-the-art photo editor that 
uses artificial intelligence to show how 
you (or anyone else’s face) would look 
after certain changes are digitally made. 
The app’s homepage shows it has won 
multiple awards, including the “Google 
Play Best of 2017 Award” and the “App 
Store Best of 2017.” So, it must be good 
and safe, right?

That’s the question that remains 
unanswered. The app’s website does 
not offer a lot of information. It does 
provide an address for its “Agent” in 
“Saint-Petersburg, 196105, Russia” for 
copyright complaints and for any other 
claims a user might have. And the app’s 
“Terms of Use” are very broad and 
similar to those of other apps.

You grant FaceApp a perpetual, 
irrevocable, nonexclusive, royalty-free, 
worldwide, fully-paid, transferable sub-
licensable license to use; reproduce, 
modify, adapt, publish, translate, create 
derivative works from; distribute, 
publicly perform and display your 
User Content and any name, username 
or likeness provided in connection 
with your “User Content” in all media 
formats and channels now known or later 
developed; without compensation to 
you. When you post or otherwise share 
user content on or through our services, 
you understand that your user content 
and any associated information (such 
as your [username], location or profile 
photo) will be visible to the public.

So, what’s the problem? According 
to some, there is no problem, and the app 
is harmless, with data stored primarily in 
U.S.-based servers, including Amazon’s. 
Others point to the fact that the company 
that owns it, Wireless Slate, is based 
in Russia and could easily copy all 
of the images it obtains—reportedly 
80 million—and provide them to the 
Russian government.

What is actually happening is far 
from clear. Some believe the app is 
dangerous, and others say it is harmless. 
But if you have pictures of clients that 
end up in the app’s possession and find 
their way elsewhere, who knows what 
could happen? Is that worth the risk? 

Regardless of whether FaceApp is 
dangerous, its lesson is clear. Lawyers 
should read the terms of service for 
any app, service, website or device 
where client data could be accessed. No 
one wants to do so, but it’s necessary 
because of the requirement under the 
Rules of Professional Conduct to take 
necessary steps to preserve confidential 
and sensitive information.

That means reading the relevant 
terms of service, which are those relating 
to privacy, security, data ownership and 
other similar topics. No one wants to do 
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EDepoze: Deposi t ion Exhib i t ion 
Software
It's time to free yourself from paper. 
eDepoze is the first deposition exhibit 
software from eDepoze, LLC. It enables 
you to create and present exhibits for 
deposition, all electronically.

With a backend built on Amazon Web 
Services, eDepoze is both convenient 
and secure, offering a plethora of 
benefits:

Document uploading – A central hub 
to upload and organize documents.

Exhibit introduction – As easy as 
selecting and clicking.

Exhibit annotation – Electronically 
mark up exhibits and save your changes.

Keyword search – Enables you to 
easily search all of your uploaded 
documents.

Exhibit log – A running list of your 
exhibits are kept for easy retrieval and 
distribution.

Presentation mode – In which you 
can mark up a document, have a 
witness mark up a document and allow 
participants to follow along or work 
through their own copies.

When you no longer have to print 
copies on copies of files and ship and 
transport them, you can:

Save money on storage and shipping of 
physical documents.

Save time on distributing electronically 
what would normally have to take 
hours to create mulitiple copies of for 
different parties.

Save paper and help save the 
environment.

To learn more about eDepoze and 
schedule a demo, visit their site at 
edepoze.com.

Tech   BRIEFSAccording to a 2017 survey by Deloitte, “91% 
of people consent to legal terms and services 
conditions without reading them. For younger 

people, ages 18-34 the rate is even higher with 
97% agreeing to conditions before reading.”
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this, but lawyers always tell their clients 
not to sign anything before reading it. 

Similarly, accessing unsecured 
wireless networks offers potentially 
even more danger. Photos are one thing, 
but if a hacker obtains confidential client 
information the ramifications are far 
greater.

If a hacker accesses confidential 
client material because you were using 
an unsecured or open WiFi network, 
a lawyer and the lawyer’s firm could 
be liable for failing to take reasonable 
precautions to prevent them from doing 
so, particularly when it is so easy, and so 
inexpensive, to avoid. All you need is a 
VPN, i.e., a virtual private network. 

A VPN creates a safe and encrypted 
connection to be used over a less secure 
network, such as public Internet. A 
VPN works by maintaining privacy 
through security procedures and other 
programming protocols. These protocols 
work by encrypting data at the sending 

end and decrypting it at the receiving 
end, sending the data through a “tunnel” 
that cannot be “entered” by data that 
is not properly encrypted. It’s like 
sending your communication through an 
impenetrable tunnel that only you and 
the recipient can access. 

The sheer power of mobile technology 
raises numerous questions and potential 
concerns for lawyers as well as for their 
firms, which must develop policies to 
deal with the handling of confidential 
information. While it is impossible to 
remove all risks, avoiding unsecured 
wireless networks by using a VPN and 
reading terms of service are two simple 
ways to begin. Doing so will not stop all 
of the problems, but it will reduce the 
risks.

Or, just stop using your smartphone. 
Since no one is doing that, it’s time to 
take the next step and read the terms of 
service and the other fine print. After all, 
that is merely following the same advice 

we give to our clients.

1https://www.businessinsider.com/deloitte-study-
91-percent-agree-terms-of-service-without-
reading-2017-11
2https://www.businessinsider.com/deloitte-study-
91-percent-agree-terms-of-service-without-
reading-2017-11

Daniel J. Siegel (dan@danieljsiegel.com), 
a member of the Board of The Philadelphia 
Lawyer is the president of Integrated 
Technology Services LLC, a consulting 
firm that helps law offices improve their 
workflow through the use of technology.  
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an unsecured or open WiFi network, a lawyer and the lawyer’s firm could 
be liable for failing to take reasonable precautions to prevent them from 
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THE FUTURE IS NOW WITH WIRELESS EARBUDS. The ability to listen to music or podcasts 
unobtrusively and, perhaps, most conveniently, has been manifested in true wireless earbud 
technology. Pop one into the right, pop one in the left, and for at least five hours (nine hours for 
the high-end Beats buds) you can have continuous, discrete listening without the entanglement of a 
connecting wire or cable or the headband that comes with over-the-ear headphones.

Earbuds come in a range of capabilities and price ranges. From sub-$100 to +$200, how do they 
compare?

Tech  
UPDATE

FEATURES ANKER SOUNDCORE 
LIBERTY AIR SAMSUNG GALAXY BUDS BEATS POWERBEATS 

PRO

WIRELESS YES YES YES

BATTERY LIFE 5 HOURS (CHARGING 
CASE: 15 HOURS)

6 HOURS (CHARGING 
CASE: 7 HOURS)

9 HOURS (CHARGING 
CASE: 24 HOURS)

CONTROLS: • PHONE CONTROLS
• NO VOLUME CONTROL

• PHONE CONTROLS
• NO VOLUME CONTROL

• PHONE CONTROLS
• VOLUME CONTROL
• SIRI SUMMONING

ACCESSORIES CHARGING CASE • CHARGING CASE •  CHARGING CASE

WATER-RESISTANT YES -  WATER SPLASHES, 
BUT NO SUBMERGING NO YES -  SWEAT AND LIGHT 

SPLASHES

PRICE ON AMAZON + FREE 
SHIPPING FOR $79.99

ON AMAZON + FREE 
SHIPPING FOR $122.00

ON AMAZON + FREE 
SHIPPING FOR $199.95

Anker Soundcore Liberty Air Samsung Galaxy Buds Beats Powerbeats Pro




