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B
efore the pandemic and 
the resulting months of 
quarantine, few attorneys 

knew much about video or web 
conferencing, and most had probably 
never heard of Zoom. That changed 
quickly when bar associations, courts, 
and law firms suddenly recognized 
that in-person hearings and meetings 
were no longer an option and needed 
an easy-to-use alternative. Because it is 
easy to use, Zoom became the platform 
of choice during, and most likely after, 
the pandemic. 

That Zoom had security concerns 
seemed of no concern. It seemed like 
everyone used it, and when techno-
geeks like me warned of the dangers 
of insecure videoconference platforms, 
most lawyers ignored us. 

And after all, what could possibly 
happen? 

Then came Zoom-bombing; 
the term that became synonymous 
with unwanted intrusions during 
videoconferences.

Actually, a lot can happen if your 
videoconferencing platform is not 
secure. According to Norton, one of 
the major vendors of security software, 
videoconferencing apps can leave users 
vulnerable to security and privacy 
breaches. To avoid these dangers, users 
of Zoom and other similar apps must 
take additional precautions to keep 
malware, hackers, Zoom-bombers, 
and others out of your conferences 
and out of your and your clients’ 

personal information. Doing so will 
also help attorneys comply with their 
ethical obligations to maintain the 
confidentiality of client data and other 
sensitive information. 

The first place to start is the 
National Security Agency (NSA), 
which has an informative website 
outlining in plain English how to 
protect against malicious cyber actors. 
The site, at https://www.nsa.gov/News-
Features/News-Stories/Article-View/
Article/2163484/working-from-home-
select-and-use-collaboration-services-
more-securely/, also includes links to 
NSA’s excellent guide, “Selecting and 
Safely Using Collaboration Services 
for Telework.” The guide includes 
NSA’s analysis of the security of 

various videoconferencing platforms 
and is a must-read.

In addition, all videoconference 
users, and particularly those persons 
and entities hosting these conferences, 
should employ the following security 
features:

• Comply with all of your firm’s 
policies, including its BYOD 
(Bring Your Own Device 
Policy);

• Require a password for all 
meeting participants;

• Do not embed password links in 
meeting invitations;

• Do not post meeting links in 
public places;

• Utilize a “waiting room” feature 
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to confirm that only authorized 
attendees are in the meeting;

• Disable any “join before host” 
features;

• Use secure Wi-Fi, not public 
Internet connections;

• Train hosts how to run meetings, 
including “mute,” “hold,” and 
other meeting controls;

• Use strong passwords or two- or 
multi-factor authentication;

• Establish and enforce 
expectations, among all 
participants, about whether the 
conference will be videotaped 
or audiotaped and whether 
screenshots are permissible; 

• Practice webcam awareness; 
that is, be cognizant of who is 
on your call, and do not expose 
unnecessary parts of your home 
to others; and,

• Ensure that all users and 
videoconference participants 
have strong endpoint protection. 

There are also many alternatives 
to Zoom, many of which provide 
enhanced levels of security, including 
(listed alphabetically):

• Adobe Connect1 – a paid service 
known for its security;

• eVoice Meet2 – a new product 
from a company long known for 
other services;

• Free Conference Call3 – a free 
service from a longtime provider 
of free audioconferencing;

• Google Hangouts4 – An easy-
to-use platform from Google, 
usually for personal use;

• Google Meet5 –  part of the G 
Suite of business products;

• GoToMeeting6 – a popular 
product from LogMeIn, which 
also offers GoToWebinar;

• Jitsi Meet7 – a secure and free 
open-source product that can be 
customized for a user’s needs;

• Microsoft Teams8 – a secure 

product that is part of the 
Microsoft 365 Suite (previously 
known as Office 365);

• ON249 – a conferencing product 
with numerous options and 
customizations;

• Skype10 – Microsoft’s 
alternative to Teams, some users 
still use Skype for Business;

• WebEx11 – a secure product 
from Cisco, which makes 
numerous security products.

My advice is to try those you 
already have (for example, most 
firms using Microsoft Office 365 will 
already have Teams), and one or two 
others, and see which meets your needs 
and your budget. 

Now that videoconferencing 
has become the norm and in-person 
meetings are likely to be less common 
for the foreseeable future, lawyers 
should investigate and use those 
conferencing services that assure 
confidentiality. 

1 https://www.adobe.com/products/
adobeconnect.html
2 https://meet.evoice.com/
3 https://www.freeconferencecall.com/
video-conferencing
4 https://hangouts.google.com
5 https://gsuite.google.com/products/
meet
6 https://www.gotomeeting.com
7 https://meet.jit.si
8 https://teams.microsoft.com
9 https://www.on24.com
10 https://www.skype.com
11 https://www.webex.com
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Practice Panther  
Practice Panther is a comprehensive 
law practice management software that 
allows you to work from anywhere that 
you have an internet connection. It is 
available on both Android and iOS and 
accessible via cell phone, tablet, and 
computer.

How comprehensive is it? The software 
enables you to manage:

Customer Relations Management – 
document management and creation, 
including intake forms

Billing – integrates with LawPay and 
QuickBooks for easy invoicing, as well 
as credit card processing, time tracking 
and expenses

Communication – a client portal 
makes it easy for your clients to contact 
and pay you; chat features for your 
firm, and notifications for when tasks 
on specific matters have been changed 
or completed by your firm or by clients

Integrations – integrates with Gmail 
and Office 365 calendars, a plethora 
of apps that do everything from 
retrieving medical records to document 
management, such as Dropbox

Additional features include:

• Syncing with a number of general-
use 3rd-party software, such as 
LawPay, LawToolBox, Box, and 
Dropbox

• Ability to sync with other apps for 
specialty practices, such as estate 
planning and bankruptcy, enabling 
tasks such as form preparation and 
medical records retrieval

• Integration with email applications 
such as Gmail, Office 365, 
Microsoft Exchange, and more

Demos are available on their website 
at https://www.practicepanther.com/, 
after which you can get 50% off in 
your first three months.

Tech   BRIEFSNow that videoconferencing has become the norm and 
in-person meetings are likely to be less common for the 
foreseeable future, lawyers should investigate and use 
those conferencing services that assure confidentiality. 



UPGRADE YOUR HOME OFFICE with a printer capable of handling hundreds of pages per day for 
as long as you're working from home. Security options, wireless connectivity, and affordable running 
costs make these printers worth the investment to keep you in business.

So, from the basic small office printer to the printer that can handle several hundred copies, how do 
these printers compare?

Tech  
UPDATE

PRINTER HP OFFICEJET PRO 
9015 ALL-IN-ONE

LEXMARK 
MC2535ADWE

EPSON ECOTANK PRO 
ET-16650

BEST FOR
SMALL OFFICES WITH 
LIGHT- TO MEDIUM-DUTY 
COPY AND PRINT VOLUME 
REQUIREMENTS

MEDIUM- TO HIGH-
VOLUME USE IN SMALL- 
TO MIDSIZE OFFICES AND 
WORKGROUPS

SMALL AND HOME OFFICES 
THAT NEED TO PRINT OR 
COPY SEVERAL HUNDRED 
PAGES EACH MONTH LCD

SIZE (HXWXD)/ WEIGHT 10.9 x 17.3 x 13.5 INCHES 
/  20 LBS

18.2 x 17.4 x 23.1 INCHES 
/  60 LBS

10.0 x 16.4 x 19.8 INCHES 
/  15 LBS

FEATURES

• COLOR, ALL-IN-ONE 
INKJET PRINTER

• PRINT & SCAN FROM USB 
THUMB DRIVES

• PRINTS AT 22 PAGES PER 
MINUTE

• HOLDS 250 SHEETS
• GENERATES REPORTS 

FOR ASSESSING USAGE 
AND CALCULATING INK 
AND PAPER COSTS

• COLOR, ALL-IN-ONE 
LASER PRINTER

• PRINTS VIA USB, 
WI-FI ,  APPLE PRINT, 
AND LEXMARK 
MOBILE PRINT APP

• PRINTS AT 35 PAGES 
PER MINUTE

• HOLDS 250 SHEETS; 
CAN EXPAND INPUT 
UP TO 1,451 SHEETS

• COLOR, ALL-IN-ONE 
LASER PRINTER

• HOLDS 250 SHEETS
• PRINTS VIA USB 2.0, 

WI-FI DIRECT, APPLE 
AIRPRINT, GOOGLE 
CLOUD PRINT, FIRE 
OS, AND MOPRIA 
PRINT SERVICE

• PRINTS AT 15 PAGES 
PER MINUTE 

PROS

• GOOD PRINT QUALITY
• COMPETITIVE 

RUNNING COSTS
• 35-SHEET AUTO-

DUPLEXING 
AUTOMATIC 
DOCUMENT FEEDER 
FOR COPYING, 
SCANNING, AND 
FAXING 2-SIDED 
MULTIPAGE 
ORIGINALS

• EXCELLENT PRINT 
QUALITY

• HIGH MAXIMUM AND 
RECOMMENDED 
VOLUME RATINGS

• HIGHLY EXPANDABLE
• SECURITY OPTIONS 

TO COMPLY WITH 
HIPPAA, EU GENERAL 
DATA REGULATION 
REQUIREMENTS, AND 
OTHER SECURITY 
PROTOCOLS

• EXCELLENT PRINT 
QUALITY

• VERY LOW RUNNING 
COSTS

• EXCELLENT MOBILE 
CONNECTIVITY 
OPTIONS

CONS ONLY ONE PAPER INPUT 
SOURCE

• SOMEWHAT 
EXPENSIVE TO USE

• NO WI-FI  DIRECT OR 
NFC

• RELATIVELY LOW 
DUTY CYCLE AND 
RECOMMENDED 
VOLUME RATINGS

• LACKS SUPPORT 
FOR FLASH MEMORY 
DEVICES

PRICE $229.99 $449.00 $1,129.99

HP OfficeJet Pro 9015 All-in-One Lexmark MC2535adwe Epson EcoTank Pro ET-16650
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* Comparisons sourced from www.pcmag.com 




